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1. Executive Summary

The Bloom Design group is currently having a problem with the security of their information management processes. In order to achieve necessary improvements, the company needs to look into many factors. First consideration should be the financial resources of the company because it is important that the implemented plan is still according to the company budget. The company should avoid investing on excessively expensive applications and programs that may not be frequently used in their operations. It is important that the company initially lists down their priority and canvass on the most affordable pricing scheme. Aside from that, they also need to conduct an internal assessment to see what their current resources and assets are capable of supporting. They need to find out exactly what programs are necessary at the present moment. Truly, a security program will protect Bloom Design from future threats to their private information and network. Although this may be a complicated process to implement, it just takes thorough research to avoid errors. 

When it comes to implementing IT changes, a company typically needs to identify their best practices and IT Infrastructure that is most suitable for their plan. More importantly, utmost care is also needed so they can be sure that they are complying with the state policies. Bloom Design specifically complies with the Sarbanes-Oxley Act of 2002. With this, the management team is expected to be fully in charge of the risks involved in the entire operation, and even look into the interdependency of new technologies, internal controls, regulation compliance, company reputation, and other infrastructure. One of the major challenges for any organization is protecting their data from unauthorized people, given that almost anything is possible through technology and Internet. The company data is more at risk if no information security programs are implemented on time. Moreover, once everything is established, the company would have to invest on training specific people on how to handle the new system and to help protect their data from hackers. This is just the first step in ensuring that data remains protected. Some other features that are helpful in securing company information are firewalls and virus scanners. 

Information security system will only prove to be a success if the rest of the company members are also committed to do their role in this system. The biggest responsibility would be on the security personnel because they should be able to provide the system with all the necessary updates to keep the security program most reliable. Moreover, the rest of the members should also avoid opening pages or networks that can be harmful to the entire company network. Passwords are also one of the classic ways of protecting data. Through this only the authorized person will know the password and be able to access private information of the company. Often times, even if passwords are already set, data are still susceptible to hackers. The main cause for this is failing to change the passwords after a long time or sharing the passwords to different people. Passwords are only efficient if the person assigned is also committed to maintaining its privacy. 

2. Introduction

2.1. Company overview

Bloom Design has existed for a couple of years already, but it was just recently that they found out a concern about the security of the company information. Although addressing this issue is not much of a problem, Bloom Design should first allot a budget for this and stick to it as they implement a plan. Expensive programs should be well evaluated, whether it would truly be helpful for the company. If not, then the company should no longer consider using it because it would just be a waste of their resources. 
An evaluation of the company’s current processes, network traits, and other vulnerabilities is also necessary so that they can accurately identify the programs that are needed. The security program will eventually give the Bloom Design an idea on the security threats that they need to address. Research and proper methods are very crucial in this process.
2.2. Security policy overview

Any company would naturally want to protect their data, and this happens to be one of the major concerns in any company operations. Very selected employees should be given access to the information source of the company, to maintain its privacy and security. The data that needs to be available to the public should be well filtered out, and separated from those private ones. Hackers can attack anytime of the day, or any day of the week so it pays to be vigilant and proactive. There are also times when the hacker is an employee of the company. At times, it can truly be tough for the companies because employees themselves can be suspects, but they would also need to access information constantly in order to do their respective functions. There may be a possibility that one of these employees can create the feared damages, either to the expensive equipments or to the important data files in the form of tampering, stealing, and hacking. There are limitless of reasons on why the employee can do this, but it is best that the management use codes to keep strictly by authorized users only.
2.3. Security policy goals

2.3.1. Confidentiality

Network security has been one of the most difficult problems for many companies. Most of them do not know how to exactly prevent intruders from harming confidential data. The major consequences of this are stolen identity and company information. This can greatly affect the company’s processes. 
One of the best starts for companies is to exhaustively orient their employees about the different procedures that they need to observe in order to secure information. Security personnel should be carefully selected, as well. Firewalls are also great help in information security.
2.3.2. Integrity

Separation principles are most important in the computer room because it clarifies the duties of every staff and helps maintain the integrity of the overall production of the company. Certain access may be allowed in the computer room, but this person needs to be really reliable and he or she will be held liable for all actions while still in the room. At least two people should be protecting the room, which means they need to strictly monitor whoever enters the room through a logbook. IT department is also responsible for the functions of the servers and software. 
2.3.3. Availability

There are elements that should be maintained in order to achieve a good access control system. Employees will use the same password in order to access the information they need from the system. This feature is called the single sign-on. A stronger authentication process called three-factor authentication, which uses certain distinct information for verification is also needed. Some of the most common forms of this are fingerprints, face recognition, and iris scanning. Using VPN  (virtual private network) for the Remote Access control will allow mobile employees to still have access to the company network, while the are travelling or anywhere outside the office.
3. Disaster Recovery Plan

3.1. Risk Assessment

3.1.1. Critical business processes

In order to remain in the competition, companies would need to have their own IT system to make business processes smoother. However, processes that are highly dependent on technology also need disaster recovery plans. This is most important for those that have operations offshore, unless the business decides to change their location, entirely. 

Specifically, a DRP (Data Recovery Plan) aims to first, maintain computer functions amidst interruptions. For most companies, the functions of computers and Internet are highly crucial, and any interruption would affect the business significantly. Second, meet both the formal and informal agreements between the suppliers and customers. Third, keep a company positive with whatever issues that may come up. An efficient DRP should have the same importance to the most critical personnel in the company. It basically includes a detailed checklist of the tasks of every person responsible so that they are constantly prepared. 
3.1.2. Internal, external, and environmental risks

There are basically two disasters that a company needs to face – the natural and man-made disasters. Apparently, natural disasters are those that the company does not have any control over like earthquakes, flood, tornadoes, and hurricanes. Even if it is impossible to prevent this kind of disaster, the company can avoid bigger damages by simply preparing a plan ahead of time. On the other hand, man-made disasters are those that include bio-terrorism, technological failure, hazardous spills, and infrastructure failure. All these can be avoided and mitigated through a well planned out strategy. 

3.2. Disaster Recovery Strategy

Back-up system is the main ingredient to any disaster plan. With this, some of the materials that need to be secured for such plan are hardware, software, and other security features. Some companies are actually using the tape or cassettes as their backup drives, and other companies are using the offsite server back up. These sites are sometimes called by other people as hot and cold sites. Among these two, the cold site is more affordable since there is no need to set-up any hardware or backup data. The only downside is that it might take the cold site to be up and running, and this is when the company would have to resort to a hot site. Basically, hot site is the exact replica of the original site of the company. In this site, all computers contain all the backup files of the company, so in case of emergency, the company need not start from scratch with their operations. Unlike the cold site, the hot site can definitely run just hours after the disaster. Ironically, hot sites are still more famous despite its expensive price. Most companies that use hot sites are financial companies and government agencies. 

Security software can be readily used given that all the hardware needs are all in place. Two of the most famous security software is firewalls and antivirus. Firewall protects a network by blocking unauthorized access to the website or network, while antivirus regularly checks files infected with viruses. Aside from these two, companies can also purchase other security programs to ensure protection and privacy. 

In fact, there are some companies that have installed alarm systems in their most confidential places where they keep information and other important equipments. These systems basically alarm once someone unauthorized breaks into the room. Security cameras are also reliable tools as it can record all activities happening within certain vicinity. Passwords, codes, and usernames can further enhance the security within a certain network. 

Upon establishing all the physical equipments, the company should then invest and orienting the employees about the new system because they are the direct users. They need to be completely aware of the importance of network security and how they can help in securing company network. For instance, employees will be given their respective usernames and passwords, and the company needs to make sure that the employees understand how important it is to keep such information private. And each time an employee leaves the computer unit, they should be well oriented that they need to lock their computers firsts. Well-trained security workers and cooperative employees will all serve the company well especially in cases of disaster. 

3.3. Disaster Recovery Test Plan
3.3.1. Walk-throughs
This test involves the disaster recovery team personally talking to each other about the steps that they will take for their recovery process, based on what was previously agreed from the disaster recovery plan. Walk-through is often done to validate the efficiency of the plan and to properly identify weaknesses and other areas for improvements. 
3.3.2. Simulations
Simulations are conducted by companies to avoid further disturbance in the actual operations. The scenario should ideally include all the components of the disaster recovery plan such as the duration, constraints, objectives, type of test, scheduling, assumptions, participants, and many more. For the initial testing, the operating procedures, notification procedures, and backup and recovery plan can be included. Thorough testing of the hardware, software, and the personnel himself should also be included during simulations. 
Communication data, supplies, form, utilities, transportation, and documentation should also be greatly considered during simulations. There are activities that may still not be applicable during simulations such as travelling and moving equipments.  
3.3.3. Checklists
It is important for the company to have a checklist because this is the best way to identify gaps in the plan. Most of the time, checklists are used to keep track of the supplies needed in the backup site, like operational manuals forms, phone number lists, among others. With a checklist, a company can closely monitor their compliance to the plan requirements. Checklist along with walk-through tests would truly be a strong testing model, in the initial steps, at least. 
3.3.4. Parallel testing
This testing procedure can be done alongside with the checklist or simulation testing. This test greatly involves the past transactions to be updated along with the present days back up files, to be uploaded or delivered to the hot site or contingency processing sites. It is crucial that the reports are consistent with what is reported in the actual site and what is reported on the hot site. 
3.3.5. Full interruption 
This is probably one of the most expensive testing methods. This will implement all processes stated in the recovery disaster plan, and may even require for a full stop of the company operations. Thus, Full interruption testing should be done with utmost caution and research. This test may also require a lot of time, so the company should be ready to allot such time, by determining first how long the process will be exactly. To be surer, the team can first create scenarios such as how the plan would go, the type of disaster, equipment and staffing availability, the timeline, the extent of the damage, and the recovery possibility. Apparently, before full interruption there should already be a clear task designation in place. To minimize damages the parts of the plan should be implemented very gradually. This way, the company can at least have an idea of the efficiency of each part, before they create bigger steps and make longer disruptions. In the long run, the company can already conduct surprise tests to serve as evaluation for people’s awareness. 

4. Physical Security Policy

There are still companies that do not recognize the importance of securing a network because they are already confident enough with their physical security equipments such as the alarm system and security camera. What these companies need to know is that these physical security equipments are not enough to protect all the important resources of the company like data. An information technology security system is one of the few ways for companies to protect their data from intrusion and disasters. On the succeeding sections, the entire key points the Bloom Design need to put into consideration when they establish their own information security system. 
4.1. Security of the building facilities

4.1.1. Physical entry controls 

Limitations should be in place regarding access to the computer room.  Only certain individuals should have access to the computer room and limited amount of keys should be made. Dual access system is one of the most secure ways to access data. This way, anyone trying to access the network would need to have two key combinations. Finally, there should be a strong protection in computer rooms, and only selected people are allowed to enter. The key combinations may also be required before gaining access to the room. When the company has a visitor it is mandated that the visitor should be escorted, and this is one of the ways to ensure visitor control and the security of the entire place. Of course, any building should also have its own fences, Gates, or mantraps that are strictly monitored by security personnel. Badging is also a good security measure. Even lighting plays a role as a security facility. Strong and bright lighting should be used especially in areas that are under high security. Some lights that can be used are deterrent or searchlights.
4.1.2. Security offices, rooms and facilities 

Given that the company is truly concerned about the security of their information, they should start doing background check for all their new hires. They can find out through the background check whether the applicant/employee has any history of dishonesty or stealing. Using inspection cameras can also easily monitor every person who enters the computer room. At least, it would be easier for the company to track what happens to things that are missing or broken in the room. 
Perimeter intrusion detectors are also used, specifically in restricted areas. With this, when the switch is disturbed, perhaps by any attempt of an unrestricted individual to enter the room, these set off an alarm. Every building is also advised to have generators or power back-ups such as diesel generators, to always have a fall back in case the major source of power is down. Fire control is also very necessary in a buildings, thus fire detectors should be spread all over the building, as well as sprinkler system which will automatically be activated when there is fire. 

4.1.3. Isolated delivery and loading areas 

Since there are also a lot of computers in the office which may be highly reactive to any changes in the room humidity, proper and consistent ventilation, and heating and air-conditioning systems should be maintained. 
Even if the building is already equipped with cameras that can monitor almost all angles of the building, there should still be one access point for all the people. Moreover, swiping a badge should be required for every person who enters the vicinity. Everything should not be assigned to technology alone; a security guard would still be required on every door, especially when there are deliveries. 
4.2. Security of the information systems

4.2.1. Workplace protection 

Having a protected workplace is no longer a question because this is where all the necessary information that keeps the company going is kept; from information on sales, production, and, client information. The company equipments are also huge equipments that need to be protected. Any lapse on protecting these important resources of the company will really cost them a lot. Fire alarms and camera surveillance should be installed in the business to keep all business investments protected. 
4.2.2. Unused ports and cabling 

It should be made sure that only used cables and ports are connected to the company’s network to prevent any malicious intrusion. The unused ports and cable should still be kept in a secured place, in cases of network troubles and computer repairs.  
4.2.3. Network/server equipment 

Hubs, routers, and all server or network equipment should also be well secured, by using either a badge access of security locks, or both of these security measures can also be used. Expensive equipments such as servers should always be kept in a secured room to minimize unauthorized use of these devices. A greater security measure like a vault rack will also be applied to individual servers. 

Any person who wants to enter the room would have to go through a verification process like swiping a badge as their sign in method. And then, before entering a specific room, another login process is required such writing their name, signature, time of entry and departure, and even reason for entry. The authorities can use these logged in information in case something goes wrong. 


It is understood that employees have the right to enter the computer room for their own reasons; however, entry to this room should still be limited. The number of keys to be made should be limited so that the protection of the computer room is retained. 
4.2.4. Equipment maintenance 

Any repair needs should be addressed as soon as possible to avoid leading the information to the inappropriate people. Trusted personnel of the company should spearhead the repair. 

The system, software, and hardware need to be updated constantly. In addition, the IT staff should also know the right time to upgrade the company’s system. Furthermore, it should be made sure that only the IT people are doing the maintenance and not any other employees to prevent glitches. 
4.2.5. Security of laptops/roaming equipment 

Any portable device of the company should only be given to the senior members of the company in cases wherein they need to travel and still conduct business functions. 
Biometrics is one of the most advanced and effective way of controlling access, specifically in the laptops and pieces of roaming company equipment. Aside from that, username and password will always be required. VPN is also present in these laptops and roaming equipments just to secure the network. 
5. Access Control Policy

5.1. Authentication

As mentioned before, an employee still needs to go through a series of authentication process. This is how a user’s credibility is evaluated. A company can choose between three types of authentication processes. Technically, an authentication is needed in order for the system to identify how the user is related to the information that he or she is trying to acquire. 
The most basic form of authentication is by simply using a PIN (Personal Identification Number). However, the most complicated ones are like retina and fingerprint scanning. A PIN authentication is typically given by the institution for the person to remember, as this will be used as his or her constant log in information each time he or she needs to access a certain data. In other companies, photos and signatures can also be used for authentication. Signature needs to be supported by other documents, in order to be credible. 

The next type of authentication is the two-factor authentication, which means that one PIN and another credential like an ATM card would be required. Having two or more credentials can already serve as a strong proof for the company to give access to the information. 

Finally, the three-factor authentication might still require a PIN, but aside from that a more complicated scanning system might be incorporated such as fingerprint scanning. This is one of the best authentication processes because the major credential cannot be stolen or imitated. However, if a company wants this system, they should anticipate a big budget for these sorts of scanners. 
One of the methods that have been proven to be really impossible to fake is the biometrics, simply because it utilizes some of the most unique persona of a person. Forms of biometric methods are voice prints, face and fingerprint recognition, retina scanning and signature dynamics.
Among all the methods presented above, the fingerprint scanning is commonly used basically for many reasons. Fingerprints cannot be shared to a friend nor stolen from a person. They are unique and fingerprint scanning is among the most basic and effortless method to use. It is also affordable and efficient. 

5.2. Access control strategy

5.2.1. Discretionary access control
This kind of control happens when the owner of the information grants someone else access to the information. A typical scenario is the company owners would grant the employees access to the information. The user with their login information will only be the ones to acquire information unless the owner of the access grants it to someone else. 
5.2.2. Mandatory access control
This information is considered to be the most confidential because access information is given as a top secret. Thus, the access is limited to anyone who knows the secret clearance. This can be described through a ‘ring trust model’ in which the one located at the center has the strongest access to information, and as a ring goes farther from the core, less information is acquired. 
5.2.3. Role-based access control
This access control is customized according to the role of the users in an organization. There is one same access given to a certain group, who probably would need same information. Role-based access control is more practical for companies with high employee turnover rate. 
5.3. Remote access

When a company allows their employees to work at home, they may need to have a better security system because of the higher risk of using an unidentified and unsecured network that connects to the LAN (Local Area Network) of the organization. This should still be something that the company should look in to protect the user and their LAN. 
With the use of an encryption card, remote access will be set through SSL (Secure Sockets Layer. The policies especially on password set-up should also be applied in the remote websites of the company so that all users would abide by the same regulation (Merkow & Breithaupt, 2008).
6. Network Security Policy

6.1. Data network overview
Hackers and intruders are everywhere, and sometimes, the best thing that a company can really do is to invest on their employees. No matter how sophisticated a system is, without user cooperation, it would still fail to work well. This is why it would be better for a company to conduct background check on their on their employees first to assess whether they have any history on data stealing or anything close to that. For the current employees though, they should first understand the logic behind the procedure, and how important their compliance is to the success of the company. 

Basically, what hackers do is look for a gap in the security network or any software in order to destroy the protection of the network. From here, they can steal or ruin the information stored. The more complicated the system is, the harder it will be for hackers to access. 
Switches, routers, firewalls, and antivirus are among the best tools to strengthen the protection of network. Multiple hardware and software points are also essential. Using hardware-base accelerators in securing the transport layer will still maintain good Internet connection. Encrypting messages will make the company transmit and keep information online or electronically, without being interrupted by hackers or intruders. 
6.2. Network security services
6.2.1. Authentication
A company or system basis the access to be given to the user based on their user authentication. The most basic form is for the user to input a username and password. This is very relevant in situations like the information from the accountant should be kept confidential from the advertising person. 
6.2.2. Access control
Access control is limited by the administrator. Thus the user will have limited activities and access to the network, under the administrator’s prerogative.
The interior designers of the company will have greater access to the website, such as client files and company style guides. Orders from their clients can also be acquired and processed electronically. However, before a member of the company can get such access they would still have to have their login information. The rest of the company’s employees, especially the designers only have the website as their major collaboration tool and as their information source. 
6.2.3. Data confidentiality
There are two methods of protecting data confidentiality. First is the content confidentiality, which is used to protect plain text data. The other one is the flow confidentiality, which focuses on the network path or route where messages pass through to get to the recipient. Hacking can be prevented with the flow confidentiality because the information cannot be observed. 
6.2.4. Data integrity
There is high risk for data to be modified or damage during storage and transmission and this is something that a company should avoid. Any unauthorized operation performed on the data should be reprimanded and fixed the soonest time possible. 
6.2.5. Nonrepudiation
This serves as a guarantee that a message sender truly sent a message, and also a proof that the receiver has received it. 
6.2.6. Logging and monitoring
By having a reliable monitoring and logging tool, the IS specialists can objectively monitor all activities. Included in this are warnings, operating system logs, work switch, server records, application log errors, and router traffic that happen in the network segments. 
6.3. Firewall system
6.3.1. Packet-filtering router firewall system

Packet-filtering router firewall is a type of firewall that is commonly used on protecting the filter packets routers. It functions by examining the headers of the network packets, first. The packets will neither be accepted nor denied depending on the regulations set by the IT head. The good thing is it is pretty easy to set a firewall to accept or deny packets. The only downside is that it would be hard for this firewall to determine whether it is a benign packet or malicious packet. 
6.3.2. Screened host firewall system
One of the easiest firewall to implement is the screened host firewall because more often than not, companies already have the necessary hardware installed. This can even serve as the first line defense for the network. Basically, this is just a router with packet filters that can regulate the outbound and inbound traffic depending on the UDP (User Datagram Protocol), IP (Internet Protocol) address, and TCP (Transmission Control Protocol) ports. 
6.3.3. Screened-Subnet firewall system
Among all forms of firewalls, DMZ (De Militarized Zone) is considered to be the most reliable simply because of its application level and supports network security features. Aside from this, it can also be used as a safe place to host public servers. Public servers, bastion host, and modem pools can simply be placed in DMZ. 
Even the external attacks and other Internet access can be covered by DMZ. Moreover, the internal network is being managed by the inside firewall that manages the DMZ access so there is already a ready second line of defense in case something goes wrong with the external firewall. 
Bastion host is exclusively managed in DMZ, while the LAN traffic is managed through the internal firewall. Apparently, it would be really hard for a hacker to intrude because of the three separate accesses to the LAN (TechTarget.com, 2003-2011).
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